Technical Service Bulletin

TN
S-SB-0017-14 July 7, 2014 — S0

Immobilizer and Smart Key Reset

Service
Category Vehicle Interior
Scion Supports %

Section  Theft Deterrent/Keyless Entry Market USA GEIELE LTI
Applicability

YEAR(S) MODEL(S) ADDITIONAL INFORMATION

2004 - 2015 FR-S, iQ, iQ EV, tC,

xA, xB, xD

Introduction

The Immobilizer and Smart Key Reset is a feature that allows the registration of new keys when all
master keys are lost. Once the system is reset, all previously registered keys will be erased. Follow
the procedures in this bulletin to reset a vehicle Immobilizer or Smart Key system.

NOTE

There are new security provisions required to obtain a Reset Pass-Code. It is critical that the
instructions for this new process are reviewed BEFORE attempting to get a Pass-Code in the
new system.

Required Tools & Equipment

REQUIRED EQUIPMENT SUPPLIER PART NUMBER ary
Techstream 2.0* TS2UNIT
TIS Techstream ADE TSPKG1 1
Techstream Lite TSLITEDLROA

* Essential SST.

NOTE
* Only ONE of the Techstream units listed above is required.

¢ Software version 9.10.037 or later is required.

+ Additional Techstream units may be ordered by calling Approved Dealer Equipment (ADE) at
1-800-368-6787.
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Warranty Information

OP CODE

DESCRIPTION

TIME

OFP

T1

T2

N/A

Not Applicable to Warranty

Service Bulletin Overview

1. Review the vehicle application chart in the Technical Information System (TIS) to verify the

vehicle is capable of being reset.

Refer to the Toyota / Scion Vehicle Support chart located on TIS, under Diagnostics —
Immobilizer Reset — Reference Documents.

2. Review the new security authorization process and chose the option that best supports your

dealer situation.

3. Follow the Techstream and TIS screenshots to obtain the Pass-Code needed to open registration
for Immobilizer and Smart Key programming.

NOTE

* Refer to the most recent PANT bulletin for instructions.

Some early ECM based Immobilizers cannot be reset using Techstream. For these vehicles,
do the following:

» |dentify the vehicle using the Toyota / Scion Vehicle Support chart noted above.
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Section 1: Security Authorization for the Reset Pass-Code

An improved security measure has been implemented in TIS that requires a secondary approval by
dealer management each time an Immobilizer or Smart Key Reset request is submitted. Please
review the following flow chart and become familiar with the options outlined prior to atiempting

a vehicle reset.

Figure 1. Immobllizer Reset Process

REQUESTOR

AL

Login to TIS and Navigate to TIS >
Diagnostics > Immobilizer Reset

v

Re-enter TIS password into
Immobilizer Reset portlet

v

Complete Immobilizer Reset

“Immobilizer Reset” link

v

Re-enter TIS password into
Immobillizer Reset portlet

v

Techstream Smart Code Reset

Complete Remaining TIS and

TprocEdures By OsUar

form and acknowledge Positive
Identification Policy APPROVING MANAGER
Login to TIS and Access Approval
Confirm Approving Managers o Request Inbox Message
Confirm Raquest detalls,
Login to TIS and Access " acknowledge Request Approval
Approved Inbox Message Palicy, and Approve Reguest
Confirm detaii and select

/=N

[ REQUESTOR |

| ApPROVING MANAGER |

Staps introduced
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Immobilizer and Smart Key Reset

Section 1: Security Authorization for the Reset Pass-Code (Continued)

Key Points:

» The Reset request can be submitted from the Techstream in the vehicle, or on TIS before the
vehicle is available.

= A single management approval can be used multiple times for the same VIN as needed until the
vehicle repair is completed.

» Each Reset attempt for the same VIN will generate a new Seed Number and a unique
Pass-Code.

= The request and approval hand-off between technician and management is done on the TIS
home page inbox accessed at each individual's location (Techstream, office, etc.).

Main Steps:
1. Obtain Authorization
A. Technician Reset Approval Request
B. Manager Access TIS In-Box Message and Approve
2. Perform Reset with Techstream
A. Access Approval In-Box Message
B. Perform Reset at Vehicle
Variations:
1. Pre-approval before vehicle is accessed (as per above Main Steps)
2. Request and receive approval from Techstream after entering the reset utility
3. Repeated reset attempts with Techstream by accessing the single approval file
Approving Managers:

Once the Pass-Code Request form has been completed an approval request will be sent to all

approving managers. Dealership personnel with the following job titles in “Staffmaster” are granted
Pass-Code approval capability.

Dealer Principal, General Manager, Service Manager, Service Director, Service/Parts Director, Parts
Manager, Parts Director, Customer Relalions Manager, Customer Satisfaction Manager. Each dealer must
have at least 2 enrolled managers in order o access any Pass-Codes.

NOTE

Once a Reset is completed, it may be necessary to enter an “immobilizer Key Registration” or a
“Smart Key Code Registration” utility to program the new keys. Early Immobilizer systems may be
ready to accept keys immediately after the Reset if the security light flashes a 2-digit code {such
as 21 or 22). Refer to the applicable Repair Manual for details.
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Immobilizer and Smart Key Reset

Section 1: Security Authorization for the Reset Pass-Code (Continued)

Please review the Techstream and TIS screenshots in this bulletin to become familiar with the
new management authorization process flow.

Section 2: Reset Approval Request {TIS Pre-Approval)

1. Open TIS and enter the Diagnostics and Immobilizer Reset tabs. Login using your password.
Figure 2.

O Library

Ili . l 1 2 Tech Assistance

Q Vehicle Inguiry
Immobilizer Reset

| Key Code Reset

Receive a Passcode

Immobilizer and Smart Key Code Reset allows the registration of a new Master
Key even if all original Master Keys are lost. Once the Immobilizer and/or Smart
Key Code is reset, all previously registered key codes will be erased.

Re-enter your Password below to proceed to the immobilizer and Smart Key Code
Reset form,

Password: [
!

“l
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Section 2: Reset Approval Request (TIS Pre-Approval) (Continued)

2. Enter the information requested, check all 4 boxes below Positive Identification Policy, then

click Next.

Figure 3.

W Tech Assistance Q Vehide Inquiry

Cakbratbnas

Immeoblilrer Reset

Please complete the following fields to recelve a passcode.

Doaler Code:
Dealer Name:
Techrecian Name:

vehlaviN: [ [T ][ {17 donvin)
* Repair Order/Parts Invoice Number; .
‘Customer Last Name: [ ]

Bositive ldentificatton Pollcy

“[~  Ihave venlfied the customer's authonty to cbtain velucle secunty infarmation for this vehicla.
“[~ I have verified the customars full legal name and confirmed ther identity with 4 vaid picture 1D
“[T  thave or will visually confirm the vehicla's ragistration document and ownership

“[C  Iagree to the T15 Terms and Conditionas,

("} - Indicates Raquread Freld{s)

HNotet: Details of this ransacton will be ncluded m the Monthly Vetucla Secunty Transaction Report sent to the Dealer GM, &Also, a lag
of each transaction i sent to the Nabonal Insurance Cnme Buresu.
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Immobilizer and Smart Key Reset

Section 2: Reset Approval Request (TIS Pre-Approval) (Continued)

3. Click OK to submit the request to dealer management for approval. Once manager approval is
received, continue to Section 4, “Receipt of Pass-Code.”

Figure 4.

= )

-
Message from webpage

@ You are about to trigger an Approval for your request. A TIS in-box

message requesting approval will be sent to MANAGER 1,
MANAGER 2, and MANAGER 3. One approval is required to
continue.

Click OK to continue with this request or click Cancel to return to
the previous screen.

: oK ][ Cancel ]
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Immobilizer and Smart Key Reset

Section 3: Techstream Reset Utility (With Request)

1. Connect Techstream to the vehicle.
Figure 5.

CenfE 18 Vehabe
Open Sran Data File
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Immobilizer and Smart Key Reset

Section 3: Techstream Reset Utility (With Request) (Continued)

2. Choose the appropriate vehicle model and year if the ignition cannot be turned on and the
information does not automatically populate.

Figure b.
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L
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Ueerrew  IHiltUX ‘
Eope Land Cruiser

-

3. Choose the Immobilizer or Smart Key system as needed.
Figure 7.
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Section 3: Techstream Reset Utility (With Request) (Continued)

4. Choose the Immaobilizer or Smart Code Reset utility.

Figure 8.
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5. Enter the VIN if prompted.

Figure 9.
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Section 3: Techstream Reset Utility (With Request) (Continued)

6. Techstream will generate a Seed Number. Click Get Pass-Code.

Figure 10.

System Seiect | Btorwd Dars  Semar Ky Livy |

T
o

Utility Sel
Select desrnd Lhis

Contormize
ECU Communcatd Stepi1oi2

==

Seed Number:
hR9104cd20805569d015543E6

7037521d1ed11fc5b177c
@dzssws 24bd1063eed5 i
176363

Pass-Code Humber:

Avager
Lise thes kanchen |

Input Sead Humber on TIS to retieve 8 Pass-Code.
then input & Pass-Code and than press Naxt,

| [F==Trmre
The nchon wisis « Batk Meml | Exit
e Servce Buieiy ]

] ~

I I ot It Tl il el

[=]

7. Click Send to connect to TIS.

Figure 11.

Bystars Beiect | Etorsd Data  Smant Ky Lbve |

Smert Coal Ranct CSMAT 03 £02)

rE——— Stop10f2

{ ot |
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|
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Immobilizer and Smart Key Reset

Section 3: Techstream Reset Utility (With Request) (Continued)

NOTE

* |f there is already a management approval file for this VIN, DO NOT follow the next 3 steps to
resubmit a request. Open the approval file in your TIS inbox and enter the most recent Seed
Number to get the Pass-Code (as outlined in Section 5, “Receipt of Pass-Code”). Then go to
Section 6, “Techstream Reset Utility (Reset Initiated).”

+ For repeated Reset attempts after the approval is completed, follow Section 3 {(“Techstream
Reset Utility (With Request)”) and Section 6 (“Reset Initiated”) using the same management
approval file.

8. When the TIS window opens, enter your password to login.
Figure 12,

TV U Tech Assistance U Vehicle Inquiry

Calibrations Immobikzer Resat

[Kev Code Reset a 1

Receive a Passcode
Immabilizer and Smart Key Code Reset allows the registration of a new Master
Key even if all original Master Keys are lcst. Once the Immabitizer and/or Smart
Key Code is resat, sl praviously registered key codes will be erased,

Re-enter your Fassword below to proceed to the Immobilizer and Smart Key Cade
Reset form.

Password: (] ]
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Section 3: Techstream Reset Utility (With Request)} (Continued)

9. Fill in the required information and select Next.

Figure 13.

5 T b Bxamtanie o Wkl b Dagiley

T
“F
L
-

Flpase complete the follawing fields to receive a passcoda,

Dealer Code:
Dealer Nama:
Techrigan NeTa:

Vetide VIN: [ [~ [ (a7 sigevin)
“Repes Order/Ports Invorce Mumber: [
“Customer Last hames ]

1 have verified the customer's authority to obtain vehide secunty information for ths vehide.

t have verified the customer’s full legal name and confirmed thair identity with a valid pictura 1D,
I have or will visually confirm the vehicle’s registration document and ownership.

I agree 1o the Terms and Conditions,

(") - Indicotes Required Field(s}

| Mgle: Detals of thus transaction will be included in the Monthly Vehde Secunty Transacticn Report sent to the Dealer GM, Alsa, a log of each transaction is

| sent to the Kalional nsurance Crime Bureau. '

Ezs] e e
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Section 3: Techstream Reset Utility (With Request) (Continued)

10. Click OK to submit the request to dealer management for approval. Once manager approval is
received, continue to Section 5, “Receipt of Pass-Code.”

Figure 14.

Message from webpage

52 )

(2

You are about to trigger an Approval for your request. A TIS in-box
message requesting approval will be sent to MANAGER 1,
MANAGER 2, and MANAGER 3. One approval is required to
continue.

Click OK to continue with this request or click Cancel to return to
the previous screen.

’ oK ] [ Cancel
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Section 4: Manager Approval (TIS)

1. Once the request has been submitted, one of the authorized dealer managers will locate the
technician’s request in their TIS home page inbox.

The manager clicks the title to open the Request.
Figure 15,

st Wo. 14063000028

[ 0&/30/2014 nw= Appy

) Reginred: b Reset R

: ™ 0&/30/2014 ! naw with
r ossozens ] o, ctherdtgr
I~ oa30r2014 | oo harg

|
| T 06/29/1014 nan Approval Required: Key Code Request No. 14062500025
| T 02972014 pew Approvel Required: Key Code Request Na. 14062900022

I oerasrzotal .. argerg

| I~ oar29/014 ! new dfgfgdfy
roer2oraanal . oo
I o&/23/2014 ! e igd
rext > st 5>
showng 1 trough 1 you have 40 meszapes
= e = o S e PR LS L S, o 4 (L0 i
Mame: G
Primary Job Code:
e
Listed balow are the requirements to maintam your corrant sertdication,
thuversty of Toyota
i JLast Month's Status uirements i
| [Techmioan |master [Requirements Complete |
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Immobilizer and Smart Key Reset

Section 4: Manager Approval (TIS) (Continued)

2. The manager checks the 3 boxes under Request Approval Policy, then selects Approve to
send the approval to the technician.

Figure 16.

e /T 7 srriors A

|' Inbox |

Subjoct: Approval Required: Immobilizer Reset Requast No. 14070100021
Hello

The USEf;_ et — T
details of the requast are as follows,

Bequest Deloils:

Reguest Mo:

Dealer Coda:

Dealer Name:

Tachnian Name:

wehicle VIN:

Repawr Order/Parts Invoice Number:
Customer Last Name:

has requested to parform an Immobilizer Resat an 07/01/2014 01:27 PM PDT, Tha

Pasithve Identificntion Pollcy

I- Uhave verified the customer's authanty to obtain vehicle secunty information for this vehicla.
[© 1 have verified the customer's full legal name and confirmed their identity with a vahd picture 1D,
I= I have or will visually canfirm the vehicle's regatration document and swnership,

' I© Iagree to the Ti5 Tenrs and Conditions.,

Request Approval Policy
“ I thave verified the details enterad for this request and confirmed the authonty of the customer was venfied

[T 1reahza that upon reingval, a ransaction log will be pasted Lo the National Insurance Come Bureau.
*[™ 1 agree to the TIS Terms and Conditions

{*) - Indicates Required Field(s)

This request will expre 1 72 hours from the hime of receipt of this message at 1/ /0472014 01:27 PM PDT,
For assistance, please centact the Dealer Dady Helpdask.

Nots; Detals of this transaction will be included in the Monthly Vehicle Secunty Transaction Report sent Lo the Daaler GM. Als log of
each transaction is sent to the Natisaal Insurance Cnme Buredu.

Enﬁm::n;nﬂ Approv

© 2014 Toyota Motor Sales, USA



o sSsCIor

S-SB-0017-14

Immobilizer and Smart Key Reset

July 7, 2014

Page 17 of 23

Section 5: Receipt of Pass-Code (TIS)

1. Once approved by management, the technician opens his TIS inbox and locates the Reset

request. The technician clicks the title to open the Approval.

Figure 17,

nome o5 A s 1oen A

[ tntasx

| I~ 06/30/2014 nw= Immcbilizer Aeset Request No, 14063000028 has been Approved

| os/a0/2014 ) e
| ow/an/aona Lo erneramgr
:r 06/30/2024 | o by
r 06.0'29.'2014! na digdfg
I o&/29/2014 1 ... sigatgaig
[T THCT; LIPS p——
I os/z2014] ... dge
I oarzazone . argas

s |t is recommended to retrieve the Pass-Code from the Techstream connected to the vehicle
as the Seed Number and Pass-Code work together.

* Once approved by management, multiple resets can be performed for a single VIN.
Each attempt will create a new Seed Number and resultant Pass-Code.

I oszvzonal . curoa
next > last x»
g § Srough 10 yeu have 40 mettages
-
My Certifications
Name:
Primary Job Code:
Current Certificalion Status:
Univerzity of Toyota
—
NOTE
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Immobilizer and Smart Key Reset

Section 5: Receipt of Pass-Code (TIS) (Continued)

2. Once opened, the technician clicks the Immobilizer Reset link to continue.
Figure 18.

A |

|lnlmn -

Subject: immobiizer Rasel fequest No. 14063000028 has been Approved

Tou had imtisted o request {lequest No. 14063000028) for an Immwbilzer Reset on 06/30/2013 03:09 PM FOT. Your request has been Spproved and deladls
have been saved,

Request Na:

Desler Code:

Desler Name:

Technican Name:

Vehicla VIN:

Repair Order/Parts Invoice Number:
Customer Last Kame:

Hansger:

\ Apgroval Date:
Pleace click an the link below ta generate a new immobilizer Passeode for your request. After chicking on this kak, you will need to consea the Tachstresm
- d genernte the Seed No. and enfer the Techstream Software versson o proceed.
“mehdmnﬂ
| This hask well expre 1 haurs after the receipt of thic message al B6/30/2014 004: 3 PM PDT. This knk may be used multiple Emes 10 perform an Immohiliter
| Reset for the mentioned VIN number ull t expres.

for pszistance, please contact the Dealer Daily Helpdesk.
Chck on the “Inbox Home™ button below to return ta your inbex.

Enbex Home

My Certifications ' L —

Mame:
Primary Job Code:
Current Certification Slatus:

3. At this point, it is necessary for the technician to re-enter their password to login again.
Figure 19,

wl Tech A sartass

| dey Code Reset

Receive & Passcodo

Immabilize+ and S-nant Key Code Resei aliows the registration of & mew Master Key even il all ornral Master Keys see lest, Once the Immobilizer and/or Smarnt
¥ey Code 15 redet, alf previougly reg:stered key codes will be mrazed.

Re-enler your Patiwerd belew 1o proceed lo the Immabilizer and Smart Key Code Retet farie.

Password!: [‘_

e
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Section 5: Receipt of Pass-Code (TIS) (Continued)

4. The technician must enter the Techstream software version and paste in the Seed Number

from Techstream, then click Next,
Figure 20.

L Tt Auiiubang = b Wkl by 1 iy

Plaase complete the followng hields to recerve a passcode

Reguest Mo
Dealer Code:
Dealer Nama
Techrioan Kame:

Vehicle VIN:
Repair Order/Parts Invouce Number: ’
Customer Last Name !
"Techstream SoRware Verson [~
“Seed Number [— |
{ftrom scantoc!): —
Ensitive Identification Palicy
=3 I have verhed the customer's suthonty ta obtain vehicle secunty informat:on for this vehide
I | have venfied the customer's fud legal name and canfirmed ther dentity with & vald picture 10
=3 I have or will visually confirm the vehide’s regstration document and ownership.
- 1 agree 1o the Terms and Conditions,

tert 10 the Nabanal [nsurance Come Bureau,

("} - Inchcates Regured Field{s]}
Request Statiss for Regoest Nai 14063000028
Request Stalus: Agproved Heguest Time:
Manager: Approvel Valid Till

Bac] Elead Fedd

Nalp: Details of this transaction will be inchided n the Marthly Vetwcle Secunty Transachion Report sent to the Dealer GM. Alsa, a log of each transactian /s
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Section 5: Receipt of Pass-Code (TIS) (Continued)

5. The Pass-Code will then be provided as shown. Continue to Section 6, “Techstream Reset Ulility

{Reset Initiated),” for instructions on entering the Pass-Code fo initiate the Reset.

Figure 21.

m, W Tech Azsistance

|;ev I:;de Reset
F
Beguest Detafls

Request Na:
Dealer Code:
Dealer Name:
Technican Mame:
vehice VIN:
Repair Order/Parts Invoice Humber:
Customer Last Name:
Techstream Saftware Version:
| Eouitive Identification Policy
| rd 1 have verified the cusu_:mer's authority to obtain vehicle secunty
infermation for thes vehide.

[ 1 have verified the customer's full legal name 2nd confirmed their identity
with a valid picture 1D,

[ 1 have or will visually confirm the vehidle's reg stration decument and
ownersip,

[¥ 1 agree to the TIS Terms and Conditians

Beouest Apgroval Policy

I hove verified the detads entered for this cequest and confirmed the
authority of the customer was venfied,

2 1 realize that upan retrieval, a transaction log will be pastec /4l « National |
Insurance Crime Bureau.

[¥ 1 agree to the TIS Terms and Conditions,

Thank You[ . 1" Your Immbobilizer Passcode §: 073082
Home Fage.

Click the button below to returm to the Immabilizer Rese

immebilizer Reset Home)
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Immobilizer and Smart Key Reset

Section 6: Techstream Reset Utility {Reset Initiated)

The Reset can be initiated once the management approval reply is available in the TIS home page
inbox. With this approval file, multiple Seed Numbers can be used for as many attempts as needed
to repair the vehicle.

NOTE

If you have received the file from management in your TIS inbox that shows the approval status
for the given VIN, do NOT resubmit for another approval for this vehicle. It will not be necessary.
Continue to open the approval file and enter a new Seed Number to get the unigue Pass-Code
for each attempt.

1. After retrieving the Pass-Code from the manager approval process in Section 4 ("Manager
Approval”y and Section 5 (“Receipt of Pass-Code”), enter the Pass-Code in Techstream and
click Next.

Figure 22.

T
Sepiof2

Input Seed Numbar on TIS to retrieve a Pass-Code,

then input & Pass-Cods snd then press Next.

Heed Number:

ERT10AcHZ08095690015943¢6
§7037521d1ed11fg5h177c0ch |

gsocﬂagsbﬂs'Zﬂ’dlﬂﬁkEds‘q Pnll-Cadl
\ Pass-Code Number: [ :
T BT ee——,
m)hml-

[ E——— « Back | Naxt = | Exit | et e o e ot
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Section 6: Techstream Reset Utility (Reset Initiated) (Continued)

2. Click Yes to start the process.

Figure 23.
Symum. fakert | Stoved Dats Sman Koy Lhvs |
Utliity Selacties tlee ey
Select dearsd LN ok — e
e Cutiomae Tacel Ky
E LA Commmansc i, Stept1of2
e
Input Sead Number cn TIS to retrieve » Pass-Code.
(E \g‘) It will take about 16 minutes for the reset
f—‘:] {o complale.
Lz - Do you want 1o start the Smart Code
Reset?
W
] i Yos No |
1| 715474 - Input -
Uiages —
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Immobilizer and Smart Key Reset

Section 6: Techstream Reset Utility (Reset Initiated) {Continued)

3. Once completed, it may be necessary to enter either the Immobilizer Key Registration or Smart
Code Registration utility to program keys.

Figure 25.
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NOTE
Some early Immobilizer systems go directly into programming mode. This can be confirmed
by the security light blinking a 2-digit code. Refer to the applicable Repair Manual for details.
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