D rexus
L-SB-0025-14 July 7, 2014 Technical Service Information Bulletin

Immobilizer and Smart Key Reset

Service
Category Vehicle Interior
Lexus Supports ﬁ
Section  Theft Deterrent/Keyless Entry Market USA LA
Applicability
YEAR(S) MODEL(S) ADDITIONAL INFORMATION
1997 — 2015 CT200H, ES300,

ES300H, ES330,
ES350, GS300,
(53350, GS400,
(55430, GS450H,
(G5460, GX460,
GX470, HS250H, IS F,
1§250, 1S250C, 15300,
18350, 1S350C, LFA,
L5400, L5430, LS4860,
LS600H, LX470,
LX570, RX300, RX330,
RX350, RX400H,
RX450H, SC300,
SC400, SC430

SUPERSESSION NOTICE
The information contained in this bulletin supersedes SB No. $5002-01
» Applicability has been updated to include 1997 — 2015 applicable model year vehicles.

Service Bulletin No. SS002-01 is Obsolete and any printed versions should be discarded. Be sure
to review the entire content of this bulletin before proceeding.

Introduction

The Immobilizer and Smart Key Reset is a feature that allows the registration of new keys when all
master keys are lost. Once the system is reset, all previously registered keys will be erased. Follow
the-procedures-in-this-bulletin-to-reset-a-vehicle-ilmmobilizer-or-Smart-Key-syste

NOTE

There are new security provisions required to obtain a Reset Pass-Code. It is critical that the
instructions for this new process are reviewed BEFORE attempting to get a Pass-Code in the
new system.
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Immobilizer and Smart Key Reset
Warranty Information
OP CODE DESCRIPTION TIME OFP T | T2
N/A Not Applicable to Warranty = = -1 -
Required Tools & Equipment
REQUIRED EQUIPMENT SUPPLIER PART NUMBER aty

Techstream 2.0*

TIS Techstream

Techstream Lite

TS2UNIT

ADE

TSPKG1

TSLITEDLRO1

* Essential SST.

NOTE

* Software version 9.10.037 or later is required.

* Only ONE of the Techstream units listed above is required.

* Additional Techstream units may be ordered by calling Approved Dealer Equipment (ADE) at
1-800-368-6787.

Service Bulletin Overview

1. Review the vehicle application chart in the Technical Information System (TIS) to verify the
vehicle is capable of being reset.

Refer to the Lexus Vehicle Support chart located on TIS, under Diagnostics — Immobilizer Reset
— Reference Documents.

2. Review the new security authorization process and chose the option that best supports your
dealer situation.

3. Follow the Techstream and TIS screenshots to obtain the Pass-Code needed to open registration
for Immobilizer and Smart Key programming.

NOTE

¢ Refer to the most recent SPOC bulletin for instructions.

Some early ECM based Immobilizers cannot be reset using Techstream. For these vehicles,
do the following:

+ Identify the vehicle using the Lexus Vehicle Support chart noted above.
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Section 1: Security Authorization for the Reset Pass-Code

An improved security measure has been implemented in TIS that requires a secondary approval by
dealer management each time an Immobilizer or Smart Key Reset request is submitted. Please
review the following flow chart and become familiar with the options outlined prior to attempting

a vehicle reset.

Figure 1. Immobllizer Reset Process

REQUESTOR

/N

Login to TiS and Navigate to TIS >
Diagnostics > Immabilizer Reset

v

Re-enter T|S password into
Immobilizer Reset portiet

v

Complete Immobilizer Reset
form and acknowledge Positive
Identification Policy

v

Confirm Approving Managers

APPROVING MANAGER

Login to TIS and Access

Login to TIS and Access Approval
Request Inbox Message

v

Approved Inbox Message <

v

Confirm detail and select
“Immobillizer Reset" link

v

Re-anter TIS password into
Immobilizer Resat portlet

v

Complete Remaining TIS and
Techstream Smart Code Resat
pracedures as usual

Confirm Request details,
acknowledge Request Approval
Palicy, and Approve Request

N

[—eousstor ]

| APPROVING MANAGER |

Staps introducad
July 5, 2014

© 2014 Lexus, a division of Toyota Motor Sales, USA



D resxus L-SB-0025-14 July 7, 2014 Page 4 of 23

Immobilizer and Smart Key Reset

Section 1: Security Authorization for the Reset Pass-Code (Continued)
Key Points:

¢ The Reset request can be submitted from the Techstream in the vehicle, or on TIS before the
vehicle is available.

= A single management approval can be used multiple times for the same VIN as needed until the
vehicle repair is completed.

= Each Reset attempt for the same VIN will generate a new Seed Number and a unique
Pass-Code.

= The request and approval hand-off between technician and management is done on the TIS
home page inbox accessed at each individual's location (Techstream, office, etc.).

Main Steps:
1. Obtain Authorization
A. Technician Reset Approval Request
B. Manager Access TIS In-Box Message and Approve
2. Perform Reset with Techstream
A. Access Approval In-Box Message
B. Perform Reset at Vehicle
Variations:
1. Pre-approval before vehicle is accessed (as per above Main Steps)
2. Request and receive approval from Techstream after entering the reset utility
3. Repeated reset attempts with Techstream by accessing the single approval file
Approving Managers:

Once the Pass-Code Request form has been completed an approval request will be sent to all
approving managers. Dealership personne! with the following job titles in “Staffmaster” are granted
Pass-Code approval capability.

Dealer Principal, General Manager, Service Manager, Service Director, Service/Parts Direclor, Parts
Manager, Parts Director, Customer Relations Manager, Customer Salisfaction Manager. Each dealer must
have at least 2 enrolled managers in order lo access any Pass-Codes.

NOTE

Once a Reset is completed, it may be necessary to enter an “Immobilizer Key Registration” or a
“Smart Key Code Registration” utility to program the new keys. Early Immobilizer systems may be
ready to accept keys immediately after the Reset if the security light flashes a 2-digit code {such
as 21 or 22). Refer to the applicable Repair Manual for details.
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Section 1: Security Authorization for the Reset Pass-Code (Continued)

Please review the Techstream and TIS screenshots in this bulletin to become familiar with the
new management authorization process flow.

Section 2: Reset Approval Request (TIS Pre-Approval)

1. Open TIS and enter the Diagnostics and /Immobilizer Resef tabs. Login using your password.

Figure 2.

U Library m D Tech Assistance U Vehicle Inquiry

StanTool Ca'ibraticns

Key Code Reset

Receive a Passcode

Immobilizer and Smart Key Code Reset allows the registration of a new Master
Key even if all original Master Keys are lost. Once the Immobilizer and/er Smart
Key Code is reset, all previously registered key codes will be erased.

| Re-enter your Password below o proceed to the Immobilizer and Smart Key Coda

| Reset form,
Y —
kegin

(1

(.|
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Section 2: Reset Approval Request (TIS Pre-Approval) {Continued)

2. Enter the information requested, check all 4 boxes below Positive Identification Policy, then

click Next.

Figure 3.

by, e e e

o) Tedh Avildance u Veblde Tmquing

Imemobllizer Hesel Eay Cotla Teirmatss
Key Code Resat
Please complate the follawing fields to recelve a passcode.

Deater Coda:

Dealar Name:
Tachmcian Name:

wehiclo Nz [T [ ][ 1 (17 digavisg
Repair Grder/Parts Invoice Number: ]
“Customar Last Nami: [ —1

={" 1 hava vanfied the customer’s authonty to abtain vehicle security mformation for tus vehicle,

"I [ have vosified the customer's full agal nama and confimed their sdeftity with & valid pictute B,
[T thave or wil visualy confirm the velicle's ragistration document and ownarsiip

Tt agree to the TIS Terms and Cenditrons,

{"} + Indicates Required Fietdis)

Hota: Details of this transaction will be included in the Monthly Vahecle Secunity Transacbion Report sent o the Dealer GM, alsa, & kg
of each wansaction i sent to tha Nauonal Insurance Cnme Bureau.

B Eieat frend
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Immobilizer and Smart Key Reset

Section 2: Reset Approval Request (TIS Pre-Approval) (Continued)

3. Click OK to submit the request to dealer management for approval. Once manager approval is
received, continue to Section 5, “Receipt of Pass-Code.”

Figure 4.

|"|

2
Message from webpage | B

{ﬁ: You are about to tAgger an Approval for your request. A TIS in-box

&' message requesting approval will be sent to MANAGER 1,
MANAGER 2, and MANAGER 3. One approval is required to
continue.

Click CK to continue with this request or click Cancel to retum to
the previous screen.
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Section 3: Techstream Reset Utility (With Request)

1. Connect Techstream to the vehicle.

Figure 5.

Cetnact 13 Vehicls

Open Scan Dara Fila

g Users Dema

aniocl
I

Gunen: QD |
=

Language
Selacten

SO TOYOTA

D reus D =ciom
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Section 3: Techstream Reset Utility (With Request) (Continued)

2. Choose the appropriate vehicle model and year if the ignition cannot be turned on and the
information does not automatically populate.

Figure 6.
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3. Choose the Immobilizer or Smart Key system as needed.
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Section 3: Techstream Reset Utility (With Request) (Continued)

4. Choose the Immobilizer or Smart Code Reset utility.

Figure 8,

Uittty Setection Meny
Celotd eotand LNy 2] thon prena Mot bution

ECAF L Brromising st 1D Ree Gritnataen Seepnt Lode Eirw
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the Sevvce

Testomae Tarwrrt MR | aCkHay Ta3) Blir| ~
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= |

5. Enter the VIN if prompted.

Figure 9,

Input VIN.
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—_—
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Input
Tallatalip
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procead
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Section 3: Techstream Reset Utility (With Request) (Continued)

6. Techstream will generate a Seed Number. Click Get Pass-Code.

Figure 10.

TS Favwons

i
Usa tua ke 4
| dintredaians

| Tiow nchon sresy
||n-s-n:-p.u.

Step10l2

Input Sead Numbaer on TiS to retriave & Pass-Code,
than inpud a Paas-Code and then prass Naxl

Seed Number: ’
a9 104EH208095690015943C5
§7037521d1ed1ife5h1770ch  Get
7f0cdIg560524bd1063eed58e Pass-Code
Sdhd9Baifodibdel763e3 |

Pass-Cods Number:

3 I input

< Back | Flas I I_E!ll l
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=]

7. Click Send to connect to TIS.

Figure 11.
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Immobilizer and Smart Key Reset

Section 3: Techstream Reset Utility (With Request} (Continued)

NOTE

« [f there is already a management approval file for this VIN, DO NOT follow the next 3 steps to
resubmit a request. Open the approval file in your TIS inbox and enter the most recent Seed
Number to get the Pass-Code (as outlined in Section 5, “Receipt of Pass-Code”). Then go to
Section 6, “Techstream Reset Utility {Reset Initiated).”

» For repeated Reset attempts after the approval is completed, follow Section 3 (“Techstream
Reset Utility (With Request)”) and Section 6 (“Reset Initiated"} using the same management
approval file.

8. When the TIS window opens, enter your password to login.
Figure 12,

Q tibrary m +J Tach Assistance Y Vehicle Inquiry

ScanTool | Calibrations

Immobilizar Res«t

Key Code Reset

Receive a Passcode

Immabilizer and Smart Key Code Reset allows the registration of a new Master
Key even if all onginal Master Keys are lost. Once the Immobilizer andfor Smart
| Key Code is reset, all previously registered key codes will be erased.

Re-enter your Password below to proceed to the Emmoebilizer and Smart Key Code
| Reset form.
|
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Section 3: Techstream Reset Utility (With Request) {Continued)

9. Fill in the required information and select Next.
Figure 13.

ot Wrhule Inquiry

Please complate the following fields to receive @ passcode

Dealer Code:
Desler Nome:
Technician Name:

"ehide VIN: [ [T} [ ] (a7 dige vim)
“Repair Order/Pasts Invoice Numbers [

“Customer Lost Hame: [
I
| Pasitive ldentification Policy
| *Ir* 1 have verified the 3 autherity Io sbun vehide scaanty informhation for this vehide.
r 1 have verified the customer's full legal nama and confirmed their ientity with a valid pcture 10,
| *I"  1have er wil! visually confirm the vehicle's registratian d v and P

i SN 1 agree ko the Terms and Condibigns.

| (%) + Indicates Required Fieldfs)
|

sent to the National Insurance Crime Buresu. I

Huls: Details of theg transactian will be induded in the Monthly Vehide Secunty Transaciion Report sent to the Dealer GM. Also, a log of each transaction s

| TP AR il Giceq fiexd
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Immobilizer and Smart Key Reset

Section 3: Techstream Reset Utility (With Request} (Continued)

10. Click OK to submit the request to dealer management for approval. Once manager approval is
received, continue to Section 5, “Receipf of Pass-Code.”

Figure 14.

e :
Message from webpage %

@)\ You are about to trigger an Approval for your request. A TIS in-box
& message requesting approval will be sent to MANAGER 1,
MANAGER 2, and MANAGER 3. One approval is required to
continue.

Ciick OK to continue with this request or click Cancel to retum to
the previous screen.

l oK l [ Cancel f
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Section 4: Manager Approval (TIS)

1. Once the request has been submitted, one of the authorized dealer managers will locate the

technician's request in their TIS home page inbox.

The manager clicks the title to open the Request.
Figure 15.

ey

!.lnbnl
e P T

oasoraota] .., wath

[ 0830/2014 |, 0.0 etherdtgr

I o&/30/2014 nam hgra

F 08/29/3014 naw Approvel Reduired: Ky Code Reduest No. 14062900025
™ 06/29/2014 new Approvel Required: Key Code Request No. 14062900022
I oea9ra0ua ] . . argarg

Felect Al - - JiapicesH
I™ 0&730/2014 na= Approval Required: tmmabilizer Reset Request No. 14063000028 i

Listed below are the reguiremants to ma:ntan your current certrficaben.

I oarzorzonal . arpataarg
ros2072004 | corea
I oezvzoual dfgd
et last 2>
showey I $rough 10 you have 40 messages
| My Cortifications
Hame:
Primary Job Code: l:tlm
trpp ]

Uneversdy of Tayota

Enﬂd |Lnst Month's Status |Pending Requirements |
_._‘_‘_.“_“ _ IMaster [fequirements Complete |
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Immobilizer and Smart Key Reset

Section 4: Manager Approval {TIS) {(Continued)

2. The manager checks the 3 boxes under Request Approval Policy, then selects Approve to
send the approval to the technician.

Figure 16.

Mome /TIS / Service Lane AR

i'i'.l'.m |

Subject: Approval Required: Immobilizer Raset Request No, 14070100021
Hello

The user [ e has requested to perform an Immaobiizer Reset on 67/01/2014 01:27 PM PDT. The
datails of the request are as fallows,
Beauest Detoils:

Request No:

Dealer Code:

Dealer Name:

Technician Nama:

Vahicle VIN

Reparr Order/Parts Invorce Number:
Custamer Last Mame:

Bosiilve Identification Policy

[= 1have verified tha customer's authanky to obtain vahicle secunty infarmation for ths vehicle
[ 1have verified the customer's full legal name and confirmed their identity with a vasd pectura 10
[ 1have or will visually confirm the vehrcle's registration documant and awnarship.

q [ 1 agree to the T1S Terms and Conditions.

Request Approval Policy

7 1have verifiad the details entered for this request and confirmed the authonty of the customer was verified.
[T Irealize that upon retneval, a transaction log will be posted to tha National Insurance Cnme Bureau.

* [~ 1 agree to the TIS Terms and Conditions

(=} - Indicates Required Fig'd{s)

This request will expire in 72 hours fram the time of recemt of this message at 02/04/2014 D1:27 PM DT,
For assistance, please contact the Daaler Daly Helpiask

HNots: Detals of this transattion will be includad in the Monthly Vehicle Secunty Transaction Report sent to the Deater GM. Als lag of
¢ach transaction is sent to the National Insurance Cnme Bureau

finbox Hom ancel Bopiovd Roject
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Immobilizer and Smart Key Reset

Section 5: Receipt of Pass-Code (TIS)

1. Once approved by management, the technician opens his TIS inbox and locates the Reset
request. The technician clicks the title to open the Approval.

Figure 17.

T = i

(Inbml
(=
| ™ D8/30/2014 ne= Immobilizer Reset Reguest Na. 14063000028 hot been Aptrgved

| oarorz014] o warty
[ 06/30/2014 ! Asw etherdfhgr
| osrz0r2014 ] o g
I oaraorzona . wgarg
I o6/29/2014 | ... digatgary
I os/2s/2004 ). eotoar
(I oszvzona b arge
I os/2aamal ipdf
T oar2v/2018] L pard

neat > last >

showry 1 thyough 10 you have 40 messages

My Certifications 1

Name:
Primary Job Code:
Current Certitication Status:

University of Tayota

NOTE
* |tis recommended to retrieve the Pass-Code from the Techstream connected to the vehicle
as the Seed Number and Pass-Code work together.

* Once approved by management, multiple resets can be performed for a single VIN.
Each attempt will create a new Seed Number and resultant Pass-Code.
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Immobilizer and Smart Key Reset

Section 5: Receipt of Pass-Code (TIS) (Continued)

2. Once opened, the technician clicks the Immobilizer Reset link to continue.
Figure 18,

Subject: Immobilzer Reset Request Mo. 14G63000828 has been Approved

:cu h:d ik uudda reguest {Reguest No. 14063000020) for &n Immobilizer Reset an 06/30/2013 03:09 PM PDT. Your request has been Approved and deta:ls
ave been save

Hequest Detaife

Reguest No:

Dealer Code:

Dealer Name:

Techmician Name:

Vehicle VIN;

Repmr Order/Parts Invoce Humber:
Custcmer Lagt Name:

Manaper:
\: Apgroval Date:
Plea\'.e chick on the link below ta I bl P. de for your request. After cliclung an this link, you will need lo connect the Techstream
4 o the Seed Nu and' enter {he Techstream Software wersion to proceed.
Immubikzer Resed

| Thig knk will expire 1 hours after the receipt of this mescage at 06/30/2014 04:24 PM PO . This link may be used multiple Umee to perferm an Immebilizer
Reset for the mentioned VIN number tdl & experes,

For assistance, please contact the Dealar Daily Helpdesk.
Click on the "jnbox Home® button belcw to retum to your inksasx

hor I"!mﬂ
1

My Cartifications

Name:
Primary Job Codet
Curteal Cerlification Status:

University cf Toyota

3. At this point, it is necessary for the technician to re-enter their password to login again.
Figure 19.

Key Code Reset

Receive a Passcode

Immolyiizer ned Smart Key Code Reset sllows the registiatian of & hew Master Key even f all original Master Keys are lest. Once the Immobliter and/or Smeart
wey Code iz reset, 28 previously registered key codes wili be erased.

Re-enter your Pessword below 12 proceed o the Immebilizer and Sman wey Code Reset farm

Passward: L—'
T3,
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Section 5: Receipt of Pass-Code (TIS) (Continued)

4. The technician must enter the Techstream software version and paste in the Seed Number

from Techstream, then click Next.
Figure 20.

ot Tash Assmlance U Vekkle Inguery

Plaase complete the following fields to receive a passcode

Aeguest No
Dealer Code
Denler Namu
Techmoan Name

Vehicle VIN
Aapar Ordar/Pants Invoice Number: ’
Customer Last Name
*Techstream Softwers Version L—_|
"Seed Number ]
{from seantoal)
Eositive Identificativn Policy
= I have verfied the custemer s authonty to abtain vehicie securty (nfarmation for ths vehade
F [ have venfied the customer s full legal name and confirmed their identity with s vahd pectare [0
= [ have or will visuslly confirm the vehicke's regrstrabon document and owpership,
2 | agree to the Terms and Condit'ons

sent to the Kavonal [nsurance Cnme Bureau

(") - Inducates Reaured Fiedd(s)

Request States for 't M 14063000038
Hequest Status; Approved Request Tims:
Hanager: Approval Valid Till:

Bach] Eiea} fiexy

Motg: Detals of this transachion wil be induded i the Manthly Vehitle Secunty Transatton Report sent to the Dealer GM, Also, a log of each trarsachon is
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Immobilizer and Smart Key Reset

Section 5: Receipt of Pass-Code (TIS) {Continued)

5. The Pass-Code will then be provided as shown. Continue to Section 6, “Techsfream Reset Utility
(Reset Initiated),” for instructions on entering the Pass-Code to initiate the Reset.

Figure 21.

o Tech Arshtancs i Wehichs 1nguiry

i Key Code Heset

Bsauest Detalls

Request Ma:

Deater Code:

Dealer Name:

Techmoan Name:

Vehicle VIN:
| Repair Order/Parts Invoice Number:
| Customer Last Name:

Techstream Software Version:

Besitive Identificatien Policy

(v I have verified the customer's autharity to obtan wehicle security
informaton for this vehitle,

v t have verified the custamer's full legal nama and confirmed their identty
with & vahd picture [D.

F I have or will visuslly confirm the vehide’s registration decument and
ewnership,

= I agree tathe TIS Terms and Condibions,

F [ have verified the details entered for this reduest and confirmed the
authority of the customer was venfied,

=4 I realize that upon retneval, a transaction 129 will be posted ‘4 e National
Insurance Crime Bureay.

¥ 18gree to the TIS Terms and Conditions.

Thank You 77T Your Immbebilizer Passcode
fome Fage.

Click the buttcn below to return to the Immablizer Res

Itnemobdarer Reset Home
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Immobilizer and Smart Key Reset

Section 6: Techstream Reset Utility (Reset Initiated)

The Reset can be initiated once the management approvai reply is available in the TIS home page

inbox. With this approval file, multiple Seed Numbers can be used for as many attempts as needed
to repair the vehicle.

NOTE

If you have received the file from management in your TIS inbox that shows the approval status
for the given VIN, do NOT resubmit for another approval for this vehicle. It will not be necessary.

Continue to open the approval file and enter a new Seed Number to get the unique Pass-Code
for each attempt.

1. After retrieving the Pass-Code from the manager approval process in Section 4 (“Manager
Approval”) and Section 5 ("Receipt of Fass-Code"), enter the Pass-Code in Techstream and
click Next.
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Section 6: Techstream Reset Utility (Reset Initiated) (Continued)

2. Click Yes to start the process.

Figure 23.
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Figure 24.
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Immobilizer and Smart Key Reset

Section 6: Techstream Reset Utility (Reset Initiated) {Continued)

3. Once completed, it may be necessary to enter either the Immobilizer Key Registration or Smart
Code Registration utility to program keys.

Figure 25.
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NOTE
Some early Immobilizer systems go directly into programming mode. This can be confirmed
by the security light blinking a 2-digit code. Refer to the applicable Repair Manual for details.
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